
© 2008 The MITRE Corporation. All rights reserved.
F052-B08-003

Shared Situational Awareness to 
Meet Future Airspace Security 

Mission Needs

Catherine (Katie) Bolczak
Chih-Chia Vanessa Fong

Presented at ICNS Conference
May 2008

Fiscal Year:  2008
Outcome Number:  1
PBWP Reference: 1-1.5B.5-1 “Extensions to Airspace Security 
Operations Scenario “



© 2008 The MITRE Corporation. All rights reserved.
F052-B08-0032

This is the copyright work of The MITRE Corporation and was produced for the U.S. Government 
under Contract Number DTFA01-01-C-00001 and is subject to Federal Aviation Administration 
Acquisition Management System Clause 3.5-13, Rights in Data-General, Alt. III and Alt. IV (Oct. 
1996). No other use other than that granted to the U.S. Government, or to those acting on behalf of 
the U.S. Government, under that Clause is authorized without the express written permission of The 
MITRE Corporation. For further information, please contact The MITRE Corporation, Contract 
Office, 7515 Colshire Drive, McLean, VA 22102, (703) 983-6000.

The contents of this material reflect the views of the author and/or the Director of the Center for 
Advanced Aviation System Development, and do not necessarily reflect the views of the Federal 
Aviation Administration (FAA) or Department of Transportation (DOT).  Neither the FAA nor the DOT 
makes any warranty or guarantee, or promise, expressed or implied, concerning the content or 
accuracy of the views expressed herein.

©2008 The MITRE Corporation. As such, the Government retains a nonexclusive, royalty-free right 
to publish or reproduce this document, or to allow others to do so, for “Government Purposes Only.”

This document has been approved for public release.  Distribution is unlimited.
Case # 08-0745



© 2008 The MITRE Corporation. All rights reserved.
F052-B08-003

Airspace Security Mission

• What
– Prevent and counter attacks on 

aircraft and other airborne 
vehicles

– Prevent and counter attempts 
to use an aircraft as a weapon 

• How
– Assess risk
– Identify mitigations
– Detect and communicate 

threats
– Execute joint response
– Recover from incidents

• Who
– FAA
– DHS 
– DOD
– Flight Operators
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“NORAD fighters 
respond  to airspace 

violation”

Domestic Events
Network

Shared Situational 
Awareness needed  

to support
mission partner 

collaboration 
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Future Airspace Security Needs

• Shared Situational 
Awareness 
primarily through 
voice (Domestic 
Events Network)

• Primarily manual/ 
eyes on glass 
detection of threats

• Limited Common 
Operating Pictures

• One-size-fits- all 
approach to 
security risk 
management
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• Increasing traffic 
volumes and 
diversity

• Increased “non-
scheduled”
operations

• UAS
• Very Light Jets
• Air taxi
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• UAS
• Very Light Jets
• Air taxi

• National Strategy 
for Aviation 
Security and 
supporting plans

• Agency-initiated 
actions and 
collaborations

• NextGen 
transformations

• National Strategy 
for Aviation 
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supporting plans

• Agency-initiated 
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• NextGen 
transformations

Current Environment Challenges Responses
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NextGen Layered, Adaptive Security 
Framework

Net-Enabled Operations With Shared Situational Awareness
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Secure Airspace Concept

Flight Object/
Security Risk Profile

People and Goods on board
Aircraft characteristics
Flight Trajectory
Other security considerations

• SRA Definition and Sharing
• SRA Impact Assessment
• Security Measures Impact

Assessment

Security
Restricted Airspace

Permitted operations
and constraints

Trajectory based Operations
Collaborative ATM

Integrated
Risk Management

Verified
Airspace
Access

• Trajectory management
consistent with permitted
operations & constraints

• Non-compliance and
non-conformance
decision and alerting

Risk Level 2

Risk Level 3

Risk Level 1

Secure
Restricted
Airspace

Location, volume and time in effect
Access/Risk profile requirements
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Perspectives on Airspace Security 
Information Sharing
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Air
Traffic

Management

Flight
Planning and
Operations

Flight Risk Assessment

Security, 
Law Enforcement

Defense,
Intelligence*

*These functions are combined for simplicity 
of the figure; they are all distinct mission 
areas

Information Sharing is 
Impacted by:

• Mission Scope
•Business Proprietary 
Information
• Classified Information
• Privacy Information
• Information Integrity and 
Decision Accountability
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Shared Situational Awareness:
Nominal Prevention and Monitoring

8

ANSP

DefenseSecurity

Flight
Operator

• Waiver lists
• No-fly lists
• Watch lists
• Illegal operations
• Threat Reports
• Threat reports
• Risk Management
• Asset Readiness/Deployment

• Flight Plans (Aircraft, Ops, 4DT)
• Manifests (People, Cargo)
• Security Procedures
• Threat and disturbance reportsGeneral Threat Level

Security Constraints
Flight risk assessment
Flight 4DT and Status

General Threat Level
Security Constraints

Flight risk assessment
Flight 4DT and Status

• Combat Air Patrols (CAP) or other 
surveillance info

• Potential airspace violations
• Asset readiness/deployment

• Security airspaces
• Security conformance bounds
• Security procedures
• Non-compliance reports
• Loitering reports
•4-Dimension Trajectory (4DT) 
deviations
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Shared Situational Awareness: 
Threat Detection and Response
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ANSP

DefenseSecurity

Flight Operator

• Manifest checks
• Screening anomalies
• Threat correlation
• Intelligence follow-up
• Heighted security measures

• Ops Normal confirmation
• Equipment/maintenance
• Records
• Fuel Endurance
• Operational contingencies

• Defense Asset Readiness/
deployment

• Threat location/trajectory
• Intercept mission planning

• Likely location/trajectory
• Communication attempts
• Operational procedures
• Operational contingencies

Threat(s):
Lost Communications

Person of Interest/No Fly
Disturbance

Hijack
4DT Deviation

ATC  non-compliance
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Source(s):
Intel/Reporting Agency

Surveillance (many sources)
Flight dispatch

ATC
Crew (voice, datalink)

Aircraft status/maneuver downlink
Other aircraft crew reports

Federal Air Marshal (FAM) reports
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• Opportunities
– Technology advances provide information-rich environment to support 

risk-informed security decision-making
– Trend towards “responsibility to share” encourages information sharing 

that leads to shared situational awareness
• Challenges

– Interpreting multiple sources of (possibly conflicting) information 
– Ensuring information is shared only with authorized users
– Determining automation and human roles 

• Mechanisms 
– Communities of Interest
– National Strategy for Aviation Security Actions
– Demonstrations (e.g., Net-Enabled Operations NEO demo)
– Operational Experiments
– JPDO/NextGen Working Groups

• Security WG “Secure Airspace” Standing Committee study teams
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Conclusions
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Transforming Aviation Security 
Through Network-Enabled Operations

11

Cognitive Evolution End State
OperationsInformation & Connectivity

Robustly
Networked

Mission Partners
Information

Sharing

Shared
Situational
Awareness

Knowledge,
Decision and
Operational

Synchronization

Collaboration

New Policies and 
Processes

Quality of
Source

Information

Unified
Network-Enabled

Operations

Based on:  Office of Force  Transformation, “ The Implementation of 
Network-Centric Warfare,” www.oft.osd.mil, 2005

Quality of
Shared Information

Quality of
Shared Information

Shared Situational Awareness is a core component of
unified airspace security operations 


