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Future Airspace Security Needs
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Secure Airspace Concept
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« Trajectory management -
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TN Perspectives on Airspace Security
Information Sharing

*These functions are combined for simplicity
of the figure; they are all distinct mission
areas

Information Sharing is
Impacted by:

e Mission Scope
*Business Proprietary
Information

 Classified Information

* Privacy Information

* Information Integrity and
Decision Accountability
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cam Shared Situational Awareness:
Nominal Prevention and Monitoring
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Shared Situational Awareness:
Threat Detection and Response

Threat(s):
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Conclusions

 Opportunities

Technology advances provide information-rich environment to support
risk-informed security decision-making

Trend towards “responsibility to share” encourages information sharing
that leads to shared situational awareness

« Challenges

Interpreting multiple sources of (possibly conflicting) information
Ensuring information is shared only with authorized users
Determining automation and human roles

e Mechanisms

Communities of Interest

National Strategy for Aviation Security Actions
Demonstrations (e.g., Net-Enabled Operations NEO demo)
Operational Experiments

JPDO/NextGen Working Groups
» Security WG “Secure Airspace” Standing Committee study teams
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N Transforming Aviation Security
Through Network-Enabled Operations

Quality of New Policies and Unified
Source Processes Network-EnabIed
Information Operations
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End State

Information & Connectivity Cognitive Evolution i
Operations

Based on: Office of Force Transformation, “ The Implementation of
Network-Centric Warfare,” www.oft.osd.mil, 2005

Shared Situational Awareness is a core component of
unified airspace security operations
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